
Risk Management 

Dr Ilan Bijaoui 

ibii@013net.net 



Risk can be defined as the combination of the probability of an 
event and its consequences (ISO/IEC Guide 73). 

The focus of good risk management is the identification and 
treatment of these risks. Its objective is to add maximum 
sustainable value to all the activities of the organisation. 

Risk management should be a continuous and developing process 
which runs throughout the organisation’s strategy and 
the implementation of that strategy. 

It must translate the strategy into tactical and operational 
objectives, assigning responsibility throughout the organisation 
with each manager and employee responsible for the 
management of risk as part of their job description 
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Risk Types  J&J  
Strategic 
customer spending patterns, product discovery & development, 
changing technology, etc.) 
Loss of intellectual property & trade secrets 
Competition for talent 
Negative impact to reputation/loss of trustmark 
Operational 
Disruption to product supply 
Counterfeiting 
Inefficient use of resources/increased product cost 
Physical property/damage/disruption 
Discontinuation of global data flows 



Compliance 
 Violation of laws: 
Environmental 
Employee health & safety 
Product quality/safety  
Selling and promotion  
Anti-Corruption laws, U.S. government contracts/programs) 
Protection of personal data in accordance with global data 
protection 
requirements 
Local tax and statutory laws 
Financial & Reporting 
Currency exchange, funding & cash flow, credit risk 
Financial misstatement (including violation of the Sarbanes 
Oxley Act) 
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Risk Identification 

Methodical way to ensure that all significant activities within 
the organisation have been identified and all the risks 
flowing from these activities defined. 

Risk Analysis 



Risk Description 



Risk Estimation 







Risk Analysis Methods 

and 

Techniques  

Upside risk 

• Market survey 

• Prospecting 

• Test marketing 

• Research and Development 

• Business impact analysis 



Both 

• Dependency modelling 

• SWOT analysis (Strengths,Weaknesses, 

Opportunities,Threats) 

• Event tree analysis 

• Business continuity planning 

• BPEST (Business, Political, Economic, Social,Technological) 

• Decision taking under conditions of risk and uncertainty 

• Statistical inference 



Downside risk 

• Threat analysis 

• Fault tree analysis 

Causes, weaknesses, proposed design, reliability 

or safety, human errors, contributors to failure, 

quantify the failure probability and contributors, 

• FMEA (Failure Mode & Effect Analysis) 

applicable in Design of Products, Processes and 

Services. 

Taking action to prevent a failure, improve a 

design control through testing or evaluation, or a 

process control through inspection.  



 Risk Evaluation 

Risk Reporting and Communication 

Internal Reporting 

The Board of Directors 

Business Units 

Individuals 

 

External Reporting 

report to its stakeholders in community affairs, 

human rights, 

employment practices, health and safety and the 

environment 

 



Risk Treatment 

Risk treatment is the process of selecting and implementing 
measures to modify the risk.  
Risk control/mitigation,, risk avoidance, risk transfer, risk 
financing. 



 Monitoring and Review 

Regular audits of policy and standards compliance should 

be carried out and standards performance reviewed to 

identify opportunities for improvement 

 

Who, What, When and How 

 

Level 

Product 

Project 

Activities 

 

Parameters 

Cost 

Time 

Performance 



Enterprise Risk Management (ERM)  
 
 
Ensure prompt resolution of internally identified risk to compliance 
with laws and regulations to maintain the provision of quality 
products, protect patient safety and ensure appropriate 
relationships with customers 



 

 Global risk management survey, 
eighth edition  

Setting a higher bar  
Financial  












